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XI.
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NOTICE AND AGENDA OF REGULAR MEETING

GROUNDWATER SUSTAINABILITY AGENCY
FOR THE CENTRAL MANAGEMENT AREA
IN THE SANTA YNEZ RIVER GROUNDWATER BASIN

HELD AT

BUELLTON CITY HALL - CITY COUNCIL CHAMBERS
140 WEST HIGHWAY 246, BUELLTON, CALIFORNIA

AT 10:00 A.M., MONDAY, FEBRUARY 24, 2020
AGENDA

Call to Order

Pledge of Allegiance

Introductions and review of SGMA in the Santa Ynez River Valley Basin
Additions or Deletions to the Agenda

Public Comment (Any member of the public may address the Committee relating to
any non-agenda matter within the Committee’s jurisdiction. The total time for all
public participation shall not exceed fifteen minutes and the time allotted for each
individual shall not exceed five minutes. No action will be taken by the Committee
at this meeting on any public item.)

Review and consider approval of meeting minutes of October 28, 2019

Receive CMA GSA financial update and consider approval of the CMA Warrant
Lists

Receive update on Intra-Basin Administrative Agreement

Receive Draft Final Outreach and Engagement Plan and Draft Final Data
Management Plan

Receive update on GSP activities in the CMA

Next CMA Meeting: Monday, May 18, 2020, 10:00 AM, at the Buellton City
Council Chambers, 140 W. Highway 246, Buellton, CA

CMA GSA Committee requests and comments

Adjournment

[This agenda was posted 72 hours prior to the scheduled meeting at 140 West Highway 246, Buellton, California,
3669 Sagunto Street, Suite 101, Santa Ynez, California, and https://www.santaynezwater.org in accordance with
Government Code Section 54954. In compliance with the Americans with Disabilities Act, if you need special
assistance to review agenda materials or participate in this meeting, please contact the Santa Ynez River Water
Conservation District at (805) 693-1156. Notification 72 hours prior to the meeting will enable the GSA to make
reasonable arrangements to ensure accessibility to this meeting.]
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MEETING MINUTES

Groundwater Sustainability Agency for the Central Management
Area in the Santa Ynez River Groundwater Basin

A regular meeting of the Groundwater Sustainability Agency (GSA) for the Central Management
Area (CMA) in the Santa Ynez River Groundwater Basin was held on Monday, 28 October 2019,
at the Buellton City Council Chambers, 140 West Highway 246, Buellton, California.

Committee Present:
Art Hibbits (Vice Chair) John Sanchez (Acting as Alternate for Ed Andrisek)

Committee Absent:
Ed Andrisek

Alternates Present:
Cynthia Allen

Staff Present:
Bill Buelow Rose Hess ~ Amber Thompson Kevin Walsh Matt Young

Others Present:
Maygan Cline (Geosyntec) and 8 members of the public

Others Via Phone:
Curtis Lawler (Stetson Engineers) Miles McCammon (Stetson Engineers)

l. Call to Order

Committee Member Sanchez called the meeting to order at 10:05 a.m. and
welcomed all in attendance.

1. Pledge of Allegiance

Committee Member Sanchez led the Pledge of Allegiance.

I11.  Introductions and Review of SGMA in Santa Ynez River Valley Basin

Mr. Buelow reviewed history of the Sustainable Groundwater Management Act
(SGMA) requirements and what has been completed so far in the Santa Ynez River
Basin including the creation of the three Groundwater Sustainability Agencies (GSAS)
in the Basin (EMA, CMA, WMA), securing Department of Water Resources (DWR)
Prop. 1 Grant (Grant) funding, hiring Consultants and establishing a Citizen Advisory
Group (CAG).

IV.  Additions or Deletions, if any, to the Agenda

No additions or deletions were made.
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VI.

VII.

VIII.

Public Comment

There was no public comment.

Review and Approve Minutes

Mr. Buelow submitted the minutes of the meetings of July 29, 2019 and September
12, 2019 for Committee approval.

Committee Member Sanchez made a MOTION to approve the minutes. Committee
Member Hibbits seconded the motion and it passed unanimously.

Review and Approve Amended Minutes

Mr. Buelow submitted the amended minutes of previously adopted minutes for the
meetings of May 16, 2018; October 22, 2018; January 28, 2019 and April 22, 2019 for
Committee approval. The Title of the Agency on all sets of minutes were corrected to
match the exact title as listed on the Conflict of Interest Code which was previously
adopted by both this committee and the County of Santa Barbara Board of Supervisors.

Committee Member Sanchez made a MOTION to Amend Minutes Previously
Adopted for the meetings of May 16, 2018; October 22, 2018; January 28, 2019 and April
22,2019. Committee Member Hibbits seconded the motion and it passed unanimously.

Receive CMA GSA financial update and approve CMA Warrant Lists

The financial reports of FY 2018-19 Period 12 and FY 2019-20 Periods 1 through
2 (through August 31, 2019) and Warrant Lists for July, August and September 2019
were not available in the Board Packet both online and on paper.

Committee Member Sanchez made a MOTION to table this item until the next
regular meeting. Committee Member Hibbits seconded the motion and it passed
unanimously.

Receive and discuss Intra-Basin Administrative Agreement between three GSAs
and consider CMA endorsement/recommendation for all GSA agencies in the
Basin to adopt the Agreement

Mr. Buelow reviewed the Intra-Basin Administrative Agreement for
Implementation of the Sustainable Groundwater Management Act in the Santa Ynez
River Valley Groundwater Basin (Agreement). The Agreement will formalize certain
administrative matters between the three GSAs such as cost sharing, distribution of
grant funds, and coordinating to deliver the three GSPs. A Draft Agreement was
reviewed by the Attorney’s for all eight GSA Agencies in the Basin. The Agreement is
now being distributed to the three GSA Committees for review and endorsement. After
endorsement by the three GSA Committees, the Representative for each Agency will
take the Agreement to their respective Board/Council of each member Agency for
review and approval.
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Committee Member Hibbits asked for Public Comment. Public comment and
discussion followed. Mr. Preston agreed with Agreement because of the goal for
transparency (page 34). Ms. Lombardo asked for clarification of the option to leave
clause (page 38, 5C).

Committee Member Sanchez made a MOTION to accept and endorse the Intra-
Basin Administrative Agreement for Implementation of the Sustainable Groundwater
Management Act in the Santa Ynez River Valley Groundwater Basin. Committee
Member Hibbits seconded the motion and it passed unanimously.

CMA Citizen Advisory Group (CAG)

A. Review Sean Diggins CAG application and consider appointment

Mr. Buelow reminded the Committee of its recommendation for the CAG
have seven members. However, only six applications were received. All six were
appointed at the last meeting. At that time, the Committee requested Agency
Staff open the application process again to fill the seventh seat. One additional
application was received. Agency Staff reviewed the application and
recommends appointing applicant to fill the remaining seventh seat on the CMA
CAG. They recommend:

e Mr. Sean Diggins, Resident, Representative of a Landowner,
Representative of a Business

There was no public comment.

Committee Member Sanchez made a MOTION to appoint Mr. Sean Diggins
to the CMA CAG. Committee Member Hibbits seconded the motion and it
passed unanimously.

B. Receive report from CMA CAG on Draft Outreach and Engagement Plan

Ms. Douglas presented the CMA CAG Memorandum regarding the Draft
Outreach and Engagement Plan and reviewed a few of the bullet points.

There was no public comment.
C. Receive report from CMA CAG on Draft Data Management Plan

Ms. Douglas presented the CMA CAG Memorandum regarding the Draft Data
Management Plan and reviewed a few of the bullet points.

Discussion followed regarding data compilation from many public sources and
privacy concerns. Ms. Lombardo commented regarding the comment “CAG could
not agree on the level of public accessibility to the CMA database” that the
Agriculture community does not want specific private information made public.

Mr. Buelow thanked Ms. Douglas for being spokesperson for the CMA CAG.

The 60-day public comment period for the Draft Outreach and Engagement
Plan has closed. Since Public Outreach is so important and the public portal
3
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(SantaYnezWater.org) has just been made live and is now available to accept
comments and express interest to receive notices, Agency Staff recommended
extending the public comment period to the end of November. Presentation of the
new website, public comment and discussion followed.

Committee Member Sanchez made a MOTION to extend Public Comment
period for both Draft Outreach and Engagement Plan and Draft Data Management
Plan to November 30, 2019. Committee Member Hibbits seconded the motion
and it passed unanimously.

XI.  Receive update on GSP activities in the CMA and Basin
Ms. Cline of Geosytec along with Curtis Lawler and Miles McCammon of Stetson
Engineers (via phone) presented an update on deliverables, ongoing activities and next
steps to create a SGMA compliant GSP for the CMA GSA.
Public comment and discussion followed. No action was needed or taken by the
Committee.

XII. Receive list of regular GSA meetings for 2020. Next CMA Meeting: Monday,
February 24, 2020, 10:00 AM, at the Buellton City Council Chambers, 140 W.
Highway 246, Buellton, CA

Mr. Buelow presented for consideration a list of regular CMA GSA Committee
meetings for 2020: February 24, May 18, August 24, November 16. As previously
discussed, the month was changed to the second month per quarter. There was no
public comment.

Committee Member Sanchez made a MOTION to accept the change in the regular
schedule to the second month per quarter and accept the list of dates for the 2020 CMA
GSA Committee regular meetings. Committee Member Hibbits seconded. The motion
passed unanimously.

Mr. Buelow announced that the next CMA GSA Committee Meeting will be
Monday, February 24, 2020, 10:00 AM, at the Buellton City Council Chambers, 140
W. Highway 246, Buellton, CA.

XIIl. CMA GSA Committee requests and comments
There were no requests or comments.
XIV. Adjournment
Committee Member Hibbits adjourned the meeting at 11:29 a.m.
Art Hibbits, Vice Chairman William J. Buelow, Secretary
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Current Assets
Rabobank #5472
TOTAL Current Assets

TOTAL Assets

Liabili
Current Liabilities
Accounts Payable
TOTAL Current Liabilities
TOTAL Liabilities
Net Position

Retained Earnings
Retained Earnings-Current Year

TOTAL Net Position

TOTAL Liabilities AND Equity

SYRWCD CMA
BALANCE SHEET
JUNE 30, 2019

Assets

$114,147.14

ties AND Equity

(1,440.00)
_______________ (1,440.00)
(1,440.00)
.00
115,587.14
_______________ 115,58%7.14
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SYRWCD CMA

INCOME STATEMENT

FOR THE 12 PERIODS ENDED JUNE 30, 2019

Revenue:

Revenue
Operating Assessments

TOTAL Revenue
TOTAL Revenue
Gross Profit

Expenses:

Operating Expenses

Office Expense (incl postage)

Outside Staff Support

TOTAL Operating Expenses

Consultants

Stakeholder Engagement

GSP Activities

TOTAL Consultants
TOTAL Expenses
Net Income from Operations

Earnings before Income Tax

Net Income (Loss)

YEAR TO DATE

ACTUAL

$133,968.

PERCENT

133,968,

25 100.0
25 100.0
29 100.0
« O3 =0
. B0 .1
03 1
33 8.0
75 546
08 13.6
11 137
14 86.3
14 86.3
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Current Assets
Rabobank #5472
TOTAL Current Assets

TOTAL Assets

Current Liabilities

Accounts Payable

SYRWCD CMA
BALANCE SHEET
DECEMBER 31, 2019

Assets

$104,399.53

Liabilities AND Equity

TOTAL Current Liabilities

TOTAL Liabilities
Net Position

Retained Earnings

115,587.14

Retained Earnings-Current Year (55,522.40)

TOTAL Net Position

TOTAL Liabilities AND Equity
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Revenue:

Revenue
Cperating Assessments

Grant Revenue

TOTAL Revenue

TOTAL Revenue

Gross Profit

Zxpenses:

Cperating Expenses

Cutside Staff Support

TOTAL Operating Expenses
onsultants

General Consultant
Etakeholder Engagement
GSP - DMS

GSP - HCM

GSP - Water Budget, GW Models

GSP - Monitor/Measure

TOTAL Consultants

TOTAL Expenses

Net Income from Operations

Earnings before Income Tax

Net Income (Loss)

SYRWCD CMA
INCOME STATEMENT
FOR THE 6 PERIODS ENDED DECEMBER 31, 2019

YEAR TO DATE

ACTUAL BUDGET VARIANCE
$21,632.23 259,999.98 (238,367.75)
18,797.08 166,666.50 (146,869.42)
41,429.31 426,666.48 (385,237.17)
41,429.31 426,666.48 (385,287, 17}
41,429.31 426,666.48 (385,237.17)
300.00 300.00 .00
300.00 360.00 .00
188.83 832.98 644,15
29,036.78 44,407.02 15,370.24
60, 696.10 37,026.48 (23,669.62)
3,926.25 100,075.02 96,148.77
2,803.75 59,827.02 57,023.27
.00 12,087.50 12,067.50
96,651, 71 254,236.02 157,584.31
867951.. 71 254,536.02 157,584.31
(55,522.40) 172,130.46 (227,652.86)
(55,522.40) 172,130.46 (227,652.86)
$(55,522.40) 172,130.46 (227,652.86)
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SANTA YNEZ RIVER VALLEY GROUNDWATER BASIN
CENTRAL MANAGEMENT AREA (CMA) GROUNDWATER SUSTAINABILTY AGENCY (GSA)

JULY 2019 WARRANT LIST FOR COMMITTEE APPROVAL

NUMBER DATE PAYEE DESCRIPTION AMOUNT
NONE $ i

AUGUST 2019 WARRANT LIST FOR COMMITTEE APPROVAL

NUMBER DATE PAYEE DESCRIPTION AMOUNT
1004 - VOID VVOID $ -
1005 08/19/19  Stetson Engineers June 2019 Engineering Service (Task Order #2) $ 10,878.54
1006 08/19/19 Valley Bookkeeping FY 2018-19 4th Quarter Bookkeeping (April, May, June) $ 150.00

TOTAL $ 11,028.54

SEPTEMBER 2019 WARRANT LIST FOR COMMITTEE APPROVAL

NUMBER DATE PAYEE DESCRIPTION AMOUNT
1007 09/18/19  Stetson Engineers July 2019 Engineering Service (Task Order #2) $ 12,256.00
TOTAL $ 12,256.00

TOTAL THIS QUARTER: $ 23,284.54
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GROUNDWATER SUSTAINABILTY AGENCY FOR THE CENTRAL MANAGEMENT AREA (CMA)
IN THE SANTA YNEZ RIVER VALLEY GROUNDWATER BASIN

OCTOBER 2019 WARRANT LIST FOR COMMITTEE APPROVAL

NUMBER DATE PAYEE DESCRIPTION AMOUNT
NONE $ i

NOVEMBER 2019 WARRANT LIST FOR COMMITTEE APPROVAL

NUMBER DATE PAYEE DESCRIPTION AMOUNT
. August & September 2019 Engineering Service
1008 11/06/19 Stetson Engineers (Task Order #2) $ 27,703.55
1009 11/06/19 Bartlett, Pringle & Wolf ~ Consulting - Grant Financial $ 188.83
TOTAL $ 27,892.38

DECEMBER 2019 WARRANT LIST FOR COMMITTEE APPROVAL

NUMBER DATE PAYEE DESCRIPTION AMOUNT

NONE $ i

TOTAL THIS QUARTER: $ 27,892.38

CMA GSA Committee Meeting (02/24/2020)

age 10
S:\SUSTAINABLE GROUNDWATER MANAGEMENT\ACCOUNTING - GSA\AP - CMA\Warrants 2019 - CMA 6’386 1.|. of 1



DRAFT FINAL
PUBLIC OUTREACH AND ENGAGEMENT PLAN

Santa Ynez River Valley Groundwater Basin
Central Management Area
Groundwater Sustainability Agency

Prepared by:

DUDEK Geosyntec®

consultants

STETSON

ENGINEERS INC.

FEBRUARY 2020
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CMA GSA Public Outreach and Engagement Plan
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CMA GSA Public Outreach and Engagement Plan

GLOSSARY OF TERMS/ABBREVIATIONS

Acronym/Abbreviation

Definition

Aquifer An underground layer of water-bearing permeable rock, rock
fractures or unconsolidated material (gravel, sand, or silt) that
yields significant amounts of groundwater to wells or springs
(Department of Water Resources Bulletin |18)

CAG Citizen Advisory Group

CMA Santa Ynez River Valley Groundwater Basin Central Management
Area

COB City of Buellton

Committee Central Management Area Groundwater Sustainable Agency
Committee

DWR California Department of Water Resources

EMA Santa Ynez River Valley Groundwater Basin Eastern Management
Area

Engagement Efforts made to understand and involve stakeholders and their
concerns in activities and decisions of the Groundwater
Sustainability Agency

GSA Groundwater Sustainability Agency

GSP Groundwater Sustainability Plan

SGMA Sustainable Groundwater Management Act of 2014

Stakeholder An individual or entity interested or affected by the
Groundwater Sustainability Plan

SWRCB State Water Resources Control Board

SYRVGB Santa Ynez River Valley Groundwater Basin

SYRWCD Santa Ynez River Water Conservation District

SBCWA Santa Barbara County Water Agency

WMA Santa Ynez River Valley Groundwater Basin Western

Management Area

Printed on 30% post-consumer recycled material.
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CMA GSA Public Outreach and Engagement Plan

| BACKGROUND ON SUSTAINABLE GROUNDWATER
MANAGEMENT ACT

The Sustainable Groundwater Management Act (SGMA), signed into law by Governor Jerry
Brown on September 16, 2014, created a new framework for groundwater management in
California. The framework includes a structure and schedule to achieve sustainable groundwater
management within 20 years. The California Department of Water Resources (DWR) has
historically managed the state’s central repository for groundwater data. Under SGMA, DWR
provides guidance, financial assistance, and technical support for compliance with state
requirements. The State Water Resources Control Board (SWRCB) provides the regulatory
backstop under SGMA, taking over basin management and assessing fees if local groundwater
management is not successful in complying with the requirements of SGMA.

SGMA established a new structure for local groundwater management through Groundwater
Sustainable Agencies (GSAs). The formation of GSAs for all basins that the DVVR designated as
high and medium priority groundwater basins was required by July |, 2017. Each GSA for these
high and medium priority basins must then develop a Groundwater Sustainability Plan (GSP) that
details how sustainable groundwater management will be achieved within 20 years of
implementing the GSP. Sustainable groundwater management is defined by SGMA as the
management and use of groundwater in a manner that can be maintained during the planning and
implementation horizon without causing undesirable results. This avoidance of undesirable results is
measured through six sustainability indicators:

I. Chronic lowering of groundwater levels indicating a significant and unreasonable depletion
of supply if continued over the planning and implementation horizon,

Significant and unreasonable reduction of groundwater storage,

Significant and unreasonable seawater intrusion,

Significant and unreasonable degradation of water quality,

Significant and unreasonable land subsidence, and

Depletion of interconnected surface water and groundwater that has significant and
unreasonable adverse impacts on beneficial uses of the surface water.

oA wWN

The GSP is a tool used to help the GSA sustainably manage the basin. The criteria for sustainable
management, including determining what is significant and unreasonable within the parameters of
SGMA for the groundwater basin managed by that GSA, must be assessed, with input from
stakeholders, before the GSP can be adopted.

CMA GSA Committee Meeting (02/24/2020)
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CMA GSA Public Outreach and Engagement Plan

1.1 Sustainable Groundwater Management Act Requirements for
Stakeholder Engagement

Stakeholder engagement is an important component of any successful long-term planning effort
and is required by the SGMA (Sections 10720—-10730) and GSP Regulations (Section 353—-354).
Each GSA shall encourage and support active involvement of diverse social, cultural, and
economic elements of the population within the groundwater basin (Section 10727.8). The GSA
must also allow for voluntary participation by Native American tribes and the federal government
(Section 10720.3). The GSA may appoint and consult with an advisory committee (Section
10727.8) and must consider the interests of all beneficial uses and users of groundwater within
the basin (Section 10723.2).

Engaging members of the public in groundwater sustainability planning can improve public
understanding of the technical, financial and political considerations the GSA factors into their
decision-making process. Participation by the public can also improve the GSA’s understanding
of the potential impacts of their decisions. SGMA recognized the importance of stakeholder
engagement and laid out specific requirements for stakeholder engagement within each of the
following four phases of SGMA:

Phase |: GSA Formation and Coordination

e Establish and maintain a list of interested parties (Section 10723.4).

e Provide public notice of the GSA formation (Section 10723[b]).

e Conduct a GSA formation public hearing (Section 10723[b]).

¢ Notify DWR of the GSA formation (Section 10723[b]).

e Provide a written statement to DVVR as well as the cities and counties within the GSA
boundary, describing how interested parties may participate in the GSP development
(Section 10727.8).

Phase 2: GSP Preparation and Submission

e Submit initial notification of intent to prepare a GSP (Section 353.6).

e Prepare a GSP that considers beneficial uses and users of groundwater when describing
undesirable results, minimum thresholds, projects and actions (Section 10727.8, Section
10723.2, and Section 354.10).

e The GSP must include a communication section that includes the following (Section 354.10):

o Explanation of the GSA’s decision-making process;

o List of public meetings at which the GSP was discussed;

o Identification of opportunities for public engagement and a discussion of how
public input and response will be used;

o Description of how the GSA encourages the active involvement of diverse social,
cultural, and economic elements of the population within the basin;

CMA GSA Committee Meeting (02/24/2020)
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CMA GSA Public Outreach and Engagement Plan

o Description of how the GSA will inform the public about progress implementing
the GSP, including the status of projects and actions.
e Public noticing and public meeting procedures prior to adopting, submitting, or amending
a GSP (Section 10728.4).

Phase 3: GSP Review and Evaluation
e Upon GSA adoption of the GSP and submittal to DWR, the GSP will be available on the
DWR website for a 60-day public comment period. Any person may provide comments
to the DWR on the GSP. DWR will consider the comments received prior to completing
their evaluation and assessment of the GSP (Section 353.8).

Phase 4: Implementation and Reporting
e SGMA requires assessments and re-evaluation of the GSP at least every 5- years.
e GSA’s must provide public notice and hold public meetings prior to amending the GSP
(Section 10730).
e Public notice is required before the GSA imposes or increases fees (Section 10730). The
GSA must also follow other applicable laws and regulations associated with the
assessment of fees including the requirements of Proposition 218.

Appendix A to this document includes a table with the statutory requirements to assist the GSA
in tracking progress towards meeting the requirements throughout each of the four phases.

2 SANTA YNEZ RIVER VALLEY BASIN

The Santa Ynez River Valley Groundwater Basin (SYRVGB), as described in DWR Bulletin | 18, lies
under approximately 319 square miles of land in the Santa Ynez Valley in Santa Barbara County.
The boundaries of the SYRVGB, as determined by DWR, are the Purisima Hills on the northwest,
the San Rafael Mountains on the northeast, the Santa Ynez Mountains to the south, and the Pacific
Ocean on the west. The SYRVGB has established the following three management areas:

e  Western Management Area (WMA)
e Central Management Area (CMA)
e Eastern Management Area (EMA)

As described in Bulletin |18, the CMA includes the Buellton Upland, the WMA, is comprised of
the Lompoc Plain, Lompoc Terrace, Lompoc Upland and Santa Rita Valley, and the EMA includes
the Santa Ynez Upland. Each Management Area also contains their respective section of the Santa
Ynez River alluvium. Figure | shows the SYRVGB boundaries and the three management areas
and Figure 2 shows the CMA boundaries. Local agencies within the management areas
collaborated to form GSAs for each of the management areas in accordance with the
Memorandum of Understanding for Implementation of the SGMA in the Santa Ynez River Valley
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Groundwater Basin dated May 23, 2016. The three GSAs have continued to coordinate and have
entered into an Intra-Basin Administrative Agreement for Implementation of the SGMA in the
Santa Ynez River Valley Groundwater Basin. The three GSAs will enter into a formal SGMA
compliant coordination agreement prior to submittal of the GSPs to DWR.
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Figure 2: Central Management Area Boundary
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CMA GSA Public Outreach and Engagement Plan

3 CENTRAL MANAGEMENT AREA

Land use within the CMA is approximately 95% agriculture with a small amount of residential,
commercial and industrial uses in the county unincorporated areas and the City of Buellton
comprising nearly 5% of the land over the CMA. The CMA includes the Santa Ynez River alluvial
deposits and those of the older Buellton Uplands. For the most part, the water bearing alluvial
deposits have limited hydrologic contact with those of the uplands. In addition to the Santa Ynez
River alluvium, the CMA includes the Buellton Uplands. The Santa Ynez River Water
Conservation District (SYRWCD) jurisdiction includes the entire CMA. The SYRWCD, formed
in 1939, has the responsibility of administering and protecting water uses within the SYRVGB. In
conjunction with the groundwater replenishment in the CMA, Santa Ynez River water is stored
in Cachuma Reservoir in accordance with the SWRCB Order WR 89-18. Releases from Cachuma
Reservoir replenish the alluvial groundwater basin based on the accrual of credits water stored
in the Above Narrows account in the Reservoir. Within the CMA, the City of Buellton has
contracted for imported water from the State Water Project.

3.1 Stakeholders and Interested Parties

Interested parties and stakeholders in the CMA include residents, domestic well owners, public
agency representatives, landowners, non-governmental organizations, agricultural well owners,
and business owners. Any member of the public can request (in writing) to be added to the list
of interested parties and receive updates via email. Stakeholders can also subscribe to the
interested parties list at www.santaynezwater.org.. In November 2019, the email addresses of
the stakeholders and interested parties identified during the GSA formation and subsequent GSA
activities were merged into a centralized email distribution list through www.santaynezwater.org.
This list will be updated as individuals subscribe and unsubscribe through the website. This master
list of stakeholders and interested parties will be used to distribute meeting announcements and
important updates including the availability of documents for review and comment. A list of
beneficial uses and users of groundwater within the CMA is included as Appendix B. Appendix C
includes a detailed indexed map of the CMA so individuals can identify whether or not they reside
within the CMA.

3.2 Central Management Area Groundwater Sustainability
Agency Formation

The CMA GSA was formed on January |1, 2017, through a Memorandum of Agreement between the
City of Buellton, the SYRWCD, and the Santa Barbara County Water Agency. The CMA filed a notice
of intent to form a GSA with the DVVR and became the exclusive GSA for the CMA in May 2017.
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3.3 Decision-Making Process

CMA GSA member agencies formed a GSA Committee, comprised of a representative appointed
from each member agency. The CMA GSA Committee (Committee) is responsible for
implementing the requirements of SGMA including overseeing the development of a CMA GSP
and coordinating activities between the agencies and GSAs within the SYRVGB. The members
appointed by the City of Buellton and the SYRWCD each have one vote and representatives
from both agencies must be present for a quorum at Committee meetings. A representative,
appointed by the Santa Barbara County Water Agency participates in the Committee as a non-
voting member-.

3.4 Central Management Area Groundwater Sustainability Plan

The Committee hired a consultant team to develop a GSP in compliance with SGMA for adoption
by the GSA and submittal to DVVR by January |, 2022.

4 PURPOSE

This Public Outreach and Engagement Plan has been developed as a communication tool to help
stakeholders understand the importance of participation in groundwater sustainability planning and
lay the framework of how stakeholders can actively engage in the GSA and GSP planning efforts.

In 2018, DWR released a guidance document for GSP Stakeholder Communication and
Engagement that details best practices including the development of Communication and
Engagement Plans to increase transparency in the GSP development process. The Committee
will prepare a GSP for the CMA in accordance with the SGMA, to guide future management
decisions. Example management decisions include: the amount of water that can be pumped from
the CMA without causing undesirable results; and new project development to enhance water
resource management. The SGMA act, as well as the state agencies implementing SGMA (DWVR,
SWRCB), have mandated public and stakeholder outreach and engagement during GSP
development. The Committee supports and encourages active involvement from diverse social,
cultural, and economic groups within the SYRVGB to ensure relevant and interested stakeholders
and the public are involved throughout the GSP development. This Public Outreach and
Engagement Plan provides a framework for clear communication and transparency throughout
the GSP development and implementation process. It will be updated as needed.

4.1 Defining Sustainability for the Central Management Area

During GSP development, the Committee will request stakeholder feedback as they develop
criteria for “significant and unreasonable” undesirable results for the CMA. The Citizen Advisory
Group (CAG) will play a role in reviewing technical information generated for the GSP, from the
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stakeholder perspective, and is expected to form consensus on key sustainable management
recommendations for the Committee’s consideration. The Committee may also request feedback
from the CAG and stakeholders regarding specific projects and management actions that could
be used to sustainably manage groundwater within the CMA.

4.2 Outreach and Engagement Goals

Outreach and engagement for the CMA began during the GSA formation process. Information
about the GSA formation was posted on the Santa Barbara County website
(https://www.countyofsb.org/pwd/gsa.sbc). Individual landowners and groundwater pumpers
within the CMA were contacted directly to discuss requirements of the SGMA and potential
future changes to groundwater management in the CMA. The individual CMA member agencies
including the City of Buellton and SYRWCD issued public notices of intent of participate in the
CMA GSA and held public meetings to receive comments. The Santa Barbara County Board of
Supervisors also held a public meeting regarding the formation of the CMA GSA. Public notices,
announcing the various meeting and public hearings to form the CMA GSA were also published
in the Santa Barbara News Press. Additionally, there were one on one meetings held between
SYRWCD Staff and several SYRWCD constituent groundwater pumpers to provide information
on SGMA and the formation of GSAs in the SYRVGB.

The Committee’s goal is to build and maintain a collaborative and inclusive processes for
stakeholder engagement and GSP development and to consider the interests of diverse social,
cultural, and economic elements of the population within the CMA during development of the GSP.
This includes the interests of all beneficial uses and users of groundwater. Collaborative and
inclusive processes will assist in making the GSP more resilient by increasing public buy-in,
promoting compliance, and enhancing the quality of information on which the GSP is based. The
Committee has established an open and ongoing list of interested persons to whom notices are
and will be sent regarding meetings of the CMA GSA, GSP development, and other SGMA-related
activities. This approach will increase the success of the GSP by fostering early public participation,
development of stakeholder supported management strategies, and enhancing the data quality and
basis of GSP development. Specifically, the Committee will implement the following tiered outreach
strategy to actively engage a diverse group of stakeholders in the development of the GSP:

I. Facilitate engagement of a diverse group of stakeholders in the development of the GSP
through the CAG.

2. Provide regular updates on GSP development progress via email to the list of interested parties;

3. Build and maintain a website where stakeholders can obtain CMA GSA information, ask
questions, and provide comments; and

4. Hold public meetings where members of the public can ask questions and provide comment.
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This four-tiered engagement strategy is designed to give a diverse group of stakeholders multiple
forums to participate, as appropriate based on their level of interest, availability, and
communication style. The Committee will continuously evaluate stakeholder outreach and
engagement goals. The Committee may adjust the engagement strategy and/or provide additional
outreach opportunities as needed throughout the GSP development and implementation process.

5 GROUNDWATER SUSTAINABILITY PLAN
ENGAGEMENT OPPORTUNITIES

5.1 Staying Informed

The best way for interested parties to get the latest information on the GSP development
process is to subscribe to the email distribution list. Interested parties can subscribe to the
email distribution list from the CMA GSA’s website (www.santaynezwater.org). Additional
outreach to beneficial users will be conducted as appropriate to direct users to the website to
subscribe to electronic project updates and meeting announcements. Outreach may include
announcements with water bills, media releases, announcements through agricultural industry
organizations (i.e., The Farm Bureau, Grower-Shipper Association of Santa Barbara and San Luis
Obispo Counties, Santa Barbara County Vintners, the Santa Barbara County Cattlemen’s
Association and Santa Barbara County Cattlewomen’s Association), or other methods as
appropriate. Regular communications will be distributed at least quarterly via email throughout
the GSP development process. Emails will provide notice of public meetings and other
important updates.

5.2 Providing Feedback to the Groundwater Sustainability Agency

Questions and comments regarding the CMA GSA and GSP development process can be sent via
the feedback link on the CMA GSA’s website (www.santaynezwater.org). All Committee and CAG
meetings are open to the public and provide opportunity for the public to comment. The CMA
GSA may also hold special meetings or workshops focused on obtaining feedback on components
of the GSP. The CMA GSA will provide members of the public opportunities to provide comment
on the GSP before adoption. Comments on the GSP are requested in writing, in electronic format,
through the online comment form. Comments on the GSP that are entered into the online
comment form will be submitted to DWR as part of the public record along with a summary of
how the comments were considered and/or incorporated in the final GSP. Electronic links to the
online comment form will be provided to interested parties via email and via public notice for the
public at-large. The public and stakeholders will be provided with information about the timeframe
and process for submitting electronic, written comments. If needed, Staff will provide assistance in
completing the online comment submittal form (contact information provided in section 6). Notice
of opportunities to comment will also be posted on the CMA GSA website
(wWww.santaynezwater.org).
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5.3 Citizen Advisory Group Representation

The purpose of a CAG is to provide additional public input to the Committee, representative of
various categories of groundwater uses and users within the CMA, as set forth by the SGMA. In
addition to providing their individual perspectives, CAG members serve in respective capacities,
representing different categories of groundwater uses and users in the CMA. All CAG members
are expected to work collaboratively with each other, with at-large stakeholders and members
of the public, with the Committee, with staff of the member agencies of the CMA GSA, with the
other GSAs within the SYRVGB, related agencies, and agency staff members. At various points
during development of the GSP, the CAG may be asked to provide perspective on elements or
sections of the GSP and on the final draft of the GSP. Stakeholders can obtain additional
information about the CAG by emailing cma.gsa.syrgb@gmail.com.

5.4 Groundwater Sustainability Plan Engagement Summary

Expected roles, responsibilities, and opportunities for engagement throughout the GSP
development process are summarized in Figure 3. The Committee may provide additional
opportunities or adjust the process as needed to meet the needs of stakeholders and/or the
requirements of SGMA.

Figure 3: Groundwater Sustainability Plan Development Roles and Responsibilities

Roles and Responsibilities

Groundwater Sustainability Plan
Development Participants

for Groundwater
Sustainability Plan
Development

Central Management Area (CMA) Groundwater
Sustainable Agency (GSA) Voting Member Agencies:

Santa Ynez River Woater Conservation District

(SYRWCD) and City of Buellton

Santa Ynez River

WATER CONSERVATION D

Groundwater
Plan (GSP)

e Oversee
Sustainability
development

e Approve costs and budgets

e Conduct public hearings

e Consider stakeholder feedback

e Adopt the GSP

e Provide direction to GSA staff

CMA GSA Non-Voting Member Agency:

Santa Barbara County Water Agency

o Participate in GSA meeting and
CAG meetings as appropriate
e Provide guidance to the GSA

CMA GSA Staff

e Administer the GSA and CAG
¢ Provide notice of public meetings
e Manage GSP consultant team
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CMA

Citizen Advisory Group (CAG)

RiR%

e Review technical information

e Confer with other groundwater
users and interested parties

¢ Provide feedback and
recommendations to the CMA
GSA

Interested Parties

Ty
S

e Attend GSA  meetings and
workshops

e Read newsletters

¢ Provide input on draft and final
GSP

GSP Consultant Team

DUDEK Geosyntec”

consultants

e Develop draft GSP components

e Present information and make
changes as directed by the GSA

e Prepare final CMA GSP

6

CONTACT US

The best way to stay informed and receive the most current information for the CMA GSA and
GSP development is to subscribe to the email distribution list. To subscribe, send an email to
cma.gsa.syrgb@gmail.com. Additional information may be obtained by contacting:

Name: Bill Buelow

Title: SGMA Program Manager

Phone Number: 805.693.1156 ext. 403
Direct Email: bbuelow@syrwcd.com

Website: www.santaynezwater.org

10
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APPENDIX A: SUSTAINABLE GROUNDWATER MANAGEMENT ACT
REQUIREMENTS FOR PUBLIC OUTREACH AND

ENGAGEMENT

Public outreach and engagement are an important component of any successful long-term
planning effort and is required by the Sustainable Groundwater Management Act (SGMA)
(Sections 10720—-10730) and Groundwater Sustainability Plan (GSP) Regulations (Sections 353—
354). This appendix provides a quick reference to how the Central Management Area (CMA)
Groundwater Sustainable Agency (GSA) will meet these requirements.

encourage and support active involvement of diverse
of the
population within the groundwater basin. (Sustainable
Groundwater Management Act [SGMA] Section
10727.8)

social, cultural, and economic elements

Sustainable Groundwater Management Act | Central Management Area
Requirement GSA
The Groundwater Sustainable Agency (GSA) must | Implement a tiered outreach

strategy as discussed in Section 4.1
of this plan.

The GSA must also allow for voluntary participation by
Native American tribes and the federal government
(SGMA Section 10720.3).

The Santa Ynez Band of Chumash
Indians are a participant in the
Eastern Management Area (EMA)
and EMA Citizen Advisory Group
(CAQG).

The GSA must consider the interests of all beneficial
uses and users of groundwater within the basin (SGMA
Section 10723.2).

CAG representation as discussed in
section 5.3 of this plan.

The GSA may appoint and consult with a CAG (SGMA
Section 10727.8)

CAG formation as discussed in
section 5.3 of this plan.

Establish and maintain a list of interested parties (SGMA
Section 10723.4).

See discussion under section 3.1 of
this plan.

Provide public notice of the GSA formation (SGMA
Section 10723[b]).

Completed on October 28, 2016;
November 22, 23, 29, and 30 2016;
December 28, 2016;

Notify Department of Water Resources (DWR) of the
GSA formation (SGMA Section 10723(b).

Uploaded to DWR Portal
February 15,2017

on

Conduct a GSA formation public hearing (SGMA
Section 10723(b).

Public hearings were conducted on
November 8 (all Central
Management Area entities)
November 10, 2016 (City of

11
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Sustainable
Requirement

Groundwater Management Act

Central Area

GSA

Management

Buellton [COB]) and December 6,
2016 (County); and January |1,
2017 (Santa Ynez River Water
Conservation District [SYRWCD])

Provide a written statement to DWR as well as the
cities and counties within the GSA boundary, describing
how interested parties may participate in the GSP
development (SGMA Section 10727.8).

Completed on May 16, 2018

Submit initial notification of intent to prepare a GSP
(GSP Regulations Section 353.6).

Completed on May 16, 2018

Prepare a GSP that considers beneficial uses and users
of groundwater when describing undesirable results,
minimum thresholds, projects and actions (SGMA
Section 10727.8, Section 10723.2, and GSP Regulations
Section 354.10).

The GSP must include a communication section that

includes the following (GSP Regulations Section 354.10):
e Explanation of the GSA’s decision-making

process;
e List of public meetings at which the GSP was
discussed;
e Identification of opportunities for public
engagement and a discussion of how public input
and response will be used;

e Description of how the GSA encourages the
active involvement of diverse social, cultural, and
economic elements of the population within the
basin;

e Description of how the GSA will inform the
public about progress implementing the Plan,
including the status of projects and actions.

To be completed in the draft and
final GSP.

Public noticing and public meeting procedures prior to
adopting, submitting, or amending a GSP (SGMA Section
10728.4).

To be completed in the draft and
final GSP.

12
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Sustainable Groundwater Management Act
Requirement

Central Management Area
GSA

Upon GSA adoption of the GSP and submittal to DWR,
the GSP will be available on the DVVR website for a 60-
day public comment period. Any person may provide
comments to the DWR on the GSP. DWR will consider
the comments received prior to completing their

evaluation and assessment of the GSP (GSP Regulations
Section 353.8).

To be completed by DWR.

GSA’s must provide public notice and hold public
meetings prior to amending the GSP (SGMA Section
10730).

To be completed as discussed in the
final GSP.

Public notice is required before the GSA imposes or
increases fees (SGMA Section 10730).

To be completed as discussed in the
final GSP.
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APPENDIX B: LIST OF BENEFICIAL USES AND USERS

In accordance with Section 10723.2 and Section 10723.8 (a)(4) of the Sustainable Groundwater
Management Act (SGMA), the following parties have or will be contacted to determine how
best to consider and protect their interests throughout the formation of the Groundwater
Sustainable Agency (GSA), development of a Groundwater Sustainability Plan (GSP), and
implementation of the GSP.

These interests include, but are not limited to the following:
(a) Holders of overlying groundwater rights, including (1) agricultural users and (2)

domestic water-well owners: The City of Buellton (COB) and Santa Ynez River Water
Conservation District (SYRWCD) are GSA members. Domestic water-well owners and
agricultural users are serving as the Central Management Area (CMA) GSA Citizen
Advisory Group (CAG).

(b) Municipal Well Operators: The COB is a member of the GSA.
(c) Public Water Systems: Representatives from several mutual water companies in the

CMA were invited to apply to become a member of the CMA GSA CAG.

(d) Local Land Use Planning Agencies: The COB is a member of the CMA GSA and the

Santa Barbara County Planning Department, through Santa Barbara County Water
Agency, is a member of the CMA GSA.

(e) Environmental Users of Groundwater: The California Department of Fish and Wildlife

(f)

was added to the list of interested parties and was invited to apply to become a member
of the CMA GSA CAG. Environmental Non-Governmental Organizations and the
National Marine Fisheries Services are also included on the list of interested parties.
Surface Water Users: SYRWCD calls for water-rights releases under Order from the
State of California Water Resources Control Board (SWRCB). The COB pumps
groundwater and discharges treated wastewater to the alluvial underflow of the Santa
Ynez River. Agricultural interests (i.e., vineyards, orchards, row crops and animal
husbandry) that have reported groundwater production with SYRWCD were invited to
serve on the CMACAG.

(g) Federal Government: None.
(h) California Native American tribes: None. (Santa Ynez Band of Chumash Indians are in

(i)

()

the Eastern Management Area [EMA])

Disadvantaged Communities: There currently are no areas within the CMA GSA that
are mapped as Disadvantaged Communities. Areas within the COB have been mapped
as Disadvantaged Communities in the past and are represented on the CMA GSA by the
COB.

Entities Listed in SGMA Section 10927 that are monitoring groundwater elevations in all
or part of the CMA managed by the GSA: The COB monitors its wells and the Santa
Barbara County Water Agency is the California State Groundwater Elevation Monitoring
agency within the CMA. Both are members of the GSA.

14
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GLOSSARY OF TERMS/ABBREVIATIONS

Acronym/Abbreviation

Definition

API Application Programming Interface

ASCII American Standard Code for Information Interchange

BibTeX Software Name (Bibliography for TeX)

CA California

CASGEM California Statewide Groundwater Elevation Monitoring

CEDEN California Environmental Data Exchange Network

CMA Central Management Area

CSD Community Services District

CSS Cascading Style Sheets

CSv comma-separated values

DMS Data Management System

DOGGR Division of Qil, Gas, and Geothermal Resources

DOl Digital Object Identifier

DWR California Department of Water Resources

elog electrical log

EMA Eastern Management Area

Esri Company name (formerly Environmental Systems Research
Institute)

GIS geographic information system

GSA Groundwater Sustainability Agency

GSP Groundwater Sustainability Plan

HTML 5 Hypertext Markup Language, version 5

HTTP Hypertext Transfer Protocol

JPEG Joint Photographic Experts Group

JSON JavaScript Object Notation
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Acronym/Abbreviation

Definition

LAMP

Linux, Apache, MySQL, PHP (or Perl, or Python)

LAS Log ASCII

MariaDB Software Name

MLA Modern Language Association; in the context of a citation style
MySQL Software Name

PHP PHP: Hypertext Preprocessor

QGIS Software Name (formerly Quantum GIS)
REST Representational state transfer

RIS Research Information Systems

SFTP SSH File Transfer Protocol

SGMA Sustainable Groundwater Management Act
SQL Structured Query Language

SSH Secure Shell

SYRVGB Santa Ynez River Valley Groundwater Basin
SYRWCD Santa Ynez River Water Conservation District
USBR U.S. Bureau of Reclamation

USGS U.S. Geological Survey

VPS virtual private server

WAT California Water Code

CMA Central Management Area

XML Extensible Markup Language

XMP Extensible Metadata Platform
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| INTRODUCTION

State of California law, the Sustainable Groundwater Management Act (SGMA), requires that all
groundwater basins identified by the state as medium- or high-priority groundwater basins achieve
sustainability by January 2042. To meet this target, state law requires the creation and implementation
of a Groundwater Sustainability Plan (GSP) covering all of the identified groundwater basins. Each
basin can have a single plan or multiple plans submitted under a coordination agreement. The SGMA
law requires a Data Management System (DMS), a tool to organize and maintain data as part of GSP
preparation and implementation. The DMS will be used throughout the GSP process.

The Santa Ynez River Valley Groundwater Basin (SYRVGB) is located in Santa Barbara County in
the central coast region of California (Figure |-I). California Department of Water Resources
(DWR) made a determination in 2014 that the SYRVGB was a medium-priority groundwater basin
and subject to a January 31, 2022, deadline for developing a GSP. To best address specific concerns
and conditions unique to portions of the basin, the SYRVGB has been divided into three
management areas run by separate Groundwater Sustainability Agencies (GSAs). The Central
Management Area (CMA) GSA is responsible for preparing the GSP for its portion of the SYRVGB
with the remainder of the SYRVGB managed by the two other management areas: the Western
Management Area (WMA) and Eastern Management Area (EMA). This document describes how
the DMS is being implemented as part of the GSP development for the CMA (Figure 1-2).

The CMA consists of the Central portion of the SYRVG as shown in Figure |-2. The subareas
of the CMA consist of the Buellton Upland and the portion of the Santa Ynez River alluvium east
of the confluence with Santa Rosa Creek and west of the City of Solvang. The CMA committee
comprises representatives of three member public agencies. One agency, the City of Buellton,
has a public water system and is wholly within the CMA. The two remaining public agencies, the
Santa Ynez River Water Conservation District (SYRWCD) and the Santa Barbara County Water
Agency, are water management agencies that do not directly supply drinking water but their
authorities extend into all three management areas.

This report describes the structure and content of the DMS being prepared for the CMA.
Chapter 2 reviews the goals of the DMS, which include meeting the statutory requirements under
SGMA, as well as aiding in the development of the GSP. Chapter 3 describes the architecture of
the DMS, including the technical computer software, hardware, and data storage components.
Chapter 4 describes the data sources (e.g., federal, state, and local resources) that will be housed
in the DMS. Chapter 5 describes user access features, including the procedures to login, query,
and import/export data from and to the DMS. Chapter 6 identifies the security considerations in
the DMS and the various administrative duties and roles in developing and maintaining the DMS.
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The CMA and WMA have reserved the following domain name for access to their DMS:

https://sywater.info/

1.1 Goals of the Sustainable Groundwater Management Act

The California legislature identified the following specific goals that intended to be achieved as a

result of the execution of the SGMA (CA WAT Section 10710.2):
In enacting this part, it is the intent of the Legislature to do all of the following:

(@) To provide for the sustainable management of groundwater basins.

(b) To enhance local management of groundwater consistent with rights to use
or store groundwater and Section 2 of Article X of the California
Constitution. It is the intent of the Legislature to preserve the security of
water rights in the state to the greatest extent possible consistent with the
sustainable management of groundwater.

(c) To establish minimum standards for sustainable groundwater management.

(d) To provide local groundwater agencies with the authority and the technical and
financial assistance necessary to sustainably manage groundwater.

(e) To avoid or minimize subsidence.
(f) To improve data collection and understanding about groundwater.
(g) To increase groundwater storage and remove impediments to recharge.

(h) To manage groundwater basins through the actions of local governmental
agencies to the greatest extent feasible, while minimizing state intervention
to only when necessary to ensure that local agencies manage groundwater in
a sustainable manner.

(i) To provide a more efficient and cost-effective groundwater adjudication process
that protects water rights, ensures due process, prevents unnecessary delay,
and furthers the objectives of this part.

To achieve the goals identified by SGMA, the DMS will be a central source for groundwater
data, specifically for the CMA, providing up-to-date technical information regarding basin

conditions. Collecting and centralizing these data is a step towards meeting the goals of
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protecting water rights and ensuring local agencies continue to manage groundwater while
minimizing state intervention. In addition to meeting these intentions, SGMA specifically
requires the use of a DMS.
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2 GOALS OF DATA MANAGEMENT SYSTEM

DMS implementation goals include improving data collection and storage, and assisting in the
understanding and future reporting about groundwater conditions in the CMA. The SGMA GSP
Regulations, Section 352.6., on Data Management Systems states:

Each Agency shall develop and maintain a data management system that is
capable of storing and reporting information relevant to the development or
implementation of the Plan and monitoring of the basin.

Source: CA WAT Section 10733.2. Reference: CA WAT Sections 10727.2,
10728, 10728.2, and 10733.2.

Per these regulations, there are two main goals of the DMS, () to support the development of
the GSP and (2) to provide a data framework for the continued monitoring of the CMA. The
DMS will serve as the central repository of information during the development and
implementation of the GSP.

2.1 Support of Hydrogeologic Conceptual Model Development

One of the first uses of the DMS is in supporting the development of the hydrogeologic
conceptual model. The hydrogeologic conceptual model describes the regional geologic structural
setting and current conditions of the CMA groundwater basin, as well as the components of
water exchange throughout the hydrogeologic system.

The DMS contains information about the existing wells in the basin. For each of these wells,
existing data have been or will soon be populated within the tables of the DMS, including
groundwater level data, well construction information, well logs, geophysical data, pumping test
data, water quality data, and pumping data. In addition, the DMS houses data related to land
subsidence, surface water flows, and total water use in the CMA.

Use of the DMS will allow for rapid determination regarding which parameters currently have
data gaps and/or uncertainty to aid in the preparation of the Data Gaps Analysis and the course
of action required to acquire any additional data that are needed to support sustainable
groundwater management. The Data Gaps Analysis is a required assessment of the monitoring
network as part of the GSP and the 5-year assessment. It requires each GSP to identify any lack
of information that significantly affects the understanding of basin setting or evaluation or of the
efficacy of the GSP implementation.'

' Groundwater Sustainability Regulations 23 CCR Section354.38
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2.2 Monitoring Network

The DMS is being used to store and access the CMA data, which will include the CMA Monitoring
Network data. The Monitoring Network is a SGMA concept, which will consist of the
groundwater monitoring, surface water monitoring, and other sites where data will be collected
to evaluate if the basin is sustainable during the implementation phase of the project.

According to the SGMA, “sustainable management” means that none of the following six indicator
criteria occur:

I. Chronic lowering of groundwater levels indicating a significant and unreasonable depletion
of supply if continued over the planning and implementation horizon

Significant and unreasonable reduction of groundwater storage

Significant and unreasonable seawater intrusion

Significant and unreasonable degradation of water quality

Significant and unreasonable land subsidence

Depletion of interconnected surface water and groundwater that has significant and

oA wN

unreasonable adverse impacts on beneficial uses of the surface water

SGMA requires that the GSP identify how each sustainability indicator criteria will be quantified
from measurements from the Monitoring Network. The GSP is required to include quantitative
goals in terms of minimum thresholds and 5-year interim milestones for each sustainability
indicator criteria and, during implementation phase, meet the identified minimum thresholds and
interim milestones.

As part of ensuring reliability of results, SGMA identifies particular requirements for groundwater
monitoring, surface water monitoring, and other sites to be included in the Monitoring Network.
For some existing monitoring sites in SYRVGB, this includes additional criteria that must be met
before the existing monitoring site can be used as part of the Monitoring Network for SGMA.
Data collected from the CMA Monitoring Network will follow the GSP Regulations Best
Management Practices, specifically Monitoring Protocols, Standards, and Sites (DWR 2016c), and
Monitoring Networks and Identification of Data Gaps (DWR 2016b). Existing sites may be
supplemented as needed to ensure each indicator criteria is sufficiently monitored.

The output from the DMS will be constructed for easy input into the DWR’s GSP submittal tool,
which will be used for SGMA monitoring report submittals.

CMA GSA Committee Meeting (02/24/2020)
Page 49




CMA Data Management Plan

3 SYSTEM ARCHITECTURE

The DMS system architecture is based upon the needs and requirements of the CMA. If during
the development of the SGMA project, additional or different needs are identified, aspects of the
architecture may be adjusted to satisfy these needs.

The plan for the DMS is that a user’s primary mode of interaction will be to open and interact
with a web application through a modern web browser. Several user levels and roles have been
established with different access privileges, and some roles have limited administrative capacity.

3.1 Platforms

The DMS platform for the CMA will be a web application built on the Linux Apache MySQL PHP
(LAMP) web stack, which is a mature open source platform, scalable to the needs of the CMA.
The LAMP web stack consists of the following set of software:

L Linux operating system, currently the DMS is on a Fedora Linux distribution
A Apache webserver

M MySQL-compatible database (database) server, currently the DMS is on a
MariaDB installation

P PHP scripting

In additional to the database server, a map server is also being run on the system to provide
access to certain kinds of complex geospatial data. A map server is an intermediary program that
takes the source geographic information system (GIS) data and provides it on demand in a format
that client interface programs can access. Currently, this map server is the QGIS server program
and the MapProxy cache program. Additional user notification is provided through an email
service, currently through the Postfix program.

End user interaction with the DMS is through a web application, which interfaces with the LAMP
stack with a standard web front end, using JavaScript, CSS, and HTML 5, which requires the user
to have a modern web browser.

3.2 Scripts

In addition to the components of the DMS that react to the user input or push telemetry, the
DMS as a system includes scheduled programming. Most of these scripts are written in Perl or
Python. Scripting is for various automated items, which include automated pull requests to
telemetry, automated quality control, automated user notification, and general automated
application maintenance.
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3.3 Data Location

The DMS is planned to be contained and stored within a single server, which will include the data
and scripting as described in Section 3.4, Data Types. The DMS web application is designed to
function without any external dependencies; however, some external third-party map data may
be provided as links rather than mirrored within the system. Externally linked map data and layers
are not controlled by the DMS and may become unavailable, which requires the user have an
internet connection to access.

The DMS is currently located on a virtual private server (VPS) rented from a datacenter. VPS
hosting is a fixed server with dedicated resources for a set price, unlike cloud hosting where
resources are not fixed, and price is related to metered usage of resources. The VPS was selected
for more predictable pricing. The current VPS provider for the CMA DMS is Host Winds.

Because the DMS data are contained within a single server, the DMS can easily be transferred to
many other server configurations, maintaining flexibility for future requirements.

3.4 Data Types

There are a range of data types that are included as part of the DMS. To the extent possible, data
will be inserted in the database; however, there is additional information that is not easily included
in the database (e.g., technical reports, some well and surface site files, complex geospatial data).

3.4.1 Database

The primary use of the database will be to host indexed data that can contain the following types
of data:

e Time-Invariant Location Data — This data is used for indexing and describing
locations (e.g., wells and surface sites such as stream gages).

e Time-Variant Data (e.g., groundwater water levels, pumping data, or streamflow) —
This data generally consists of a location index, a measurement time, a measurement type
identifier, a value, and a value qualifier

¢ General Information = This information is used in the interpretation of the previously
listed data types (e.g., U.S. Geological Survey [USGS] parameter code list, various set
regulatory tables). Each well will have corresponding database fields containing the well
identifier data, site information, construction details, and well screen information.

e Basin Condition Document Metadata — Metadata fields include publication data,
author, alternative Digital Object Identifier (DOI) or URL web address, and geographic
extents; not all documents will have all metadata fields. DOI is a persistent document
identifier that is designed as fixed way to resolve a document through an intermediary
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service that maintains a link to the active resource, unlike a URL, which is a direct link to
where it is currently located.

e Web Application Access Data — This data includes web users, web user roles, and
items such as the web user contact information, specific access-granted roles, and
encrypted copies of web user passwords. Other data included here would be access logs
which track usage of the web application, including web user, IP addresses, login times,
and browser details.

The DMS database plan is to exclude stakeholder information used for communication and outreach.
3.4.2 Technical Report Format

A second set of data, which are indexed by the database but not contained within, are digital
copies of published and unpublished documents regarding conditions within the basin. These are
saved in the standard PDF. These will be provided and saved using unique identifiers, and the
metadata will be stored in the database.

3.4.3 Well and Surface Site Data

Additional data types indexed by, but not contained, in the database include the following:

e Photographs of the wells and surface sites are expected to be stored outside of the
database in JPEG format. Panoramic images, if they are included, are expected to have the
included metadata (XMP format) set properly.

e  Well completion reports are expected to be stored as PDFs. Most of the data interpreted
from the well completion reports will be entered into the database tables. These may
include, as part of the report package, pump test summaries and geophysical data (e.g.,
electrical logs and gamma ray logs).

e Interpreted well logs are expected to be stored as comma-separated value (CSV) files.

3.4.4 Geospatial Data

In addition to the geospatial data included in the database, there are other geospatial datasets
that are included as part of the DMS. These include both vector and raster datasets, and a
summary of these geospatial data types are as follows:

e Geographic vector datasets that that are relatively simple in terms of styling and small in
terms of file size are generally saved in as GeoJSON format. This format is a structured
version of the JSON (JavaScript Object Notation), a JavaScript data-interchange format,
specifically for geospatial data. Additionally, the DMS may have programming (JavaScript)
that adds interactivity based on the fields contained in the file.

e For large or complex vector datasets or raster datasets, the datasets are stored in the
original format (e.g., Esri shapefile) and made accessible through the map server following
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the Web Map Service protocol. When data are requested by the user, the map server
renders the GIS format data into image tiles, which are then sent to the user.

e For some large or complex datasets, data may be pre-rendered and stored as a series of
image tiles.

The selection of the method of storing and transmitting a geospatial dataset depends on the details
of the dataset and needed output, as well as on constraints (e.g., available computing resources).

In addition to the key geospatial data that are hosted on the DMS server, the DMS may link to
external geospatial data hosted by third parties. Currently, this linked external third-party
geospatial data are primarily from federal and State of California servers, and include various
aerial imagery, supplemental topographic data, and geological maps with copyright restrictions.
Third-party data by nature are not controlled or managed by the DMS, so availability may be
subject to change. The server currently provides a cache of some of these third-party data
services to reduce the impact on these third-party services.

To protect confidentiality of data, access to the map server and other data requires an active
login to the DMS website, which is not available to third parties.

3.5 Backup

The following two separate types of backup are used to ensure reliability of the DMS:

¢ Cloud backup, which includes automated nightly backup snapshot to a cloud storage
system. This currently uses the restic program, which includes built-in encryption and
authentication to protect data and ensure data integrity. Backup using this method
occurs automatically, and backup snapshots in this system are removed automatically
after 60 days.

¢ Physical backup, which are a transfer of a copy of the entire DMS to a dedicated physical
hard drive located at a different and physically secured location. These backups are
conducted on a periodic basis, currently once a quarter. The process currently has several
manual steps in downloading and transferring copies of the files. Backup snapshots are
expected to be available for years.

In addition to the whole DMS backup, portions of the programming code common to other DMS
projects are entered into one of several distributed version control to track changes and quickly
roll out patches and improvements. The centralized location of these files (i.e., the repositories)
are currently on GitHub, a subsidiary of Microsoft. These repositories are utilized whenever
changes are made to the common code base.
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3.6 Intra-Basin Consistency/Formats

The SYRVGB was divided into three management areas for SGMA to address specific concerns
and conditions unique to portions of the basin: the CMA, WMA, and EMA (Figure [-1).

There are two consultant teams performing GSP activities in the SYRVGB. The two teams are
working together to ensure intra-basin coordination to submit three GSPs, one for each

Management Area.

Management Area

Physical Description

Committee Agencies

( MA

Santa Ynez River Valley Groundwater Basin
Central Management Area
Groundwater Sustainability Agency

Santa Ynez River alluvium east of the
confluence with Santa Rosa Creek to
just west of the City of Solvang
Buellton Upland

e  City of Buellton

e Santa Ynez River Water
Conservation District

e Santa Barbara County Water
Agency

WMA .

Santa Ynez River Valley Groundwater Basin
Western Management Area
Groundwater Sustainability Agency

Santa Ynez River alluvium west of the
confluence with Santa Rosa Creek to
the Narrows

Lompoc Plain

Lompoc Terrace

Burton Mesa

Lompoc Upland

Santa Rita Upland.

e City of Lompoc

e Vandenberg Village Community
Services District

e  Mission Hills Community
Services District

e Santa Ynez River Water
Conservation District

e Santa Barbara County Water
Agency

EMA

Santa Ynez River Valley Groundwater Basin
Eastern Management Area
Groundwater Sustainability Agency

Santa Ynez River alluvium from City of
Solvang east
Santa Ynez Upland

e  (City of Solvang

e Santa Ynez River Water
Conservation District,
Improvement District No.1

e Santa Ynez River Water
Conservation District

e Santa Barbara County Water
Agency

The CMA and WMA both have a similar management history and similar datasets from
SYRWCD, so currently both CMA and WMA use the same database and general interface. Some
specific data tables and data views are only relevant to a single management area. Data
management plans for the WMA and EMA were prepared separately.

The EMA is being organized through a different consultant utilizing a separate and different
system. Currently, the plan is to develop a common protocol to share data with the EMA.
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The primary method of consistency between the three management areas of the SYRVGB will
be to use a common dataset generated by third parties. The CMA and WMA team has provided
the EMA team with source datasets from the USGS, County of Santa Barbara, and U.S. Bureau
of Reclamation (USBR).

Where there are unique datasets generated in one or more of the management areas, the EMA
consultant has agreed to work together to ensure that any unique data can be shared across the
basin. If there are data to be shared on a regular basis, the EMA consultant and the CMA and
WMA consultant team have agreed to work together to develop a common protocol for sharing
data (e.g., an XML, JSON, or structured Excel file’) through which all three management areas
can communicate.

XML (Extensible Markup Language) is a markup language for making documents that are human and machine-
readable, and can contain data structures. JSON is the JavaScript data-interchange format likewise can contain
data structures. Excel file refers to the common Microsoft Excel document formats of the CSV, XLS (Excel 97-
Excel 2003), XLSX (an XML-based format for 2007), which also can contain data structures.
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4 DATA SOURCES AND QUALITY

The existing historical and current water resources monitoring and management programs within
the CMA will be utilized and incorporated into the DMS as described in the following sections,
including federal, state, and local programs.

4.1 Data Sources

4.1.1 Federal Data Sources

A key federal source of data will be the USGS, which includes historical groundwater elevations
and surface water flows. Data are stored electronically in the National Water Information System
files and are retrievable from the USGS Water Resources website. This dataset is reviewed by
the USGS and available through well-formatted interfaces, called REST Application Programming
Interfaces (APIs), which provide data in a structured XML format upon request. Included is
location information, necessary measurement information’ in addition to the measurement result,
a description of the measurement being conducted, and the units of measurement. In addition,
the CMA has numerous USGS hydrogeological studies, whose data will be incorporated in the
CMA DMS.

Another federal dataset is from the USBR, which holds the water rights permits for the Cachuma
Reservoir, located about 35 miles upstream of Lompoc. As part of the conditions of this permit,
USBR collects monthly groundwater level data along the Santa Ynez River alluvium and within
the Lompoc Plain.

4.1.2 State Data Sources

State of California sources of data include the DWR’s California Statewide Groundwater
Elevation Monitoring (CASGEM) Program. DWR works cooperatively with local agencies
(County of Santa Barbara), referred to as CASGEM “Monitoring Entities,” to collect and maintain
groundwater elevation data in a manner that is readily and widely available to the public through
the CASGEM online reporting system.*

The state will be a source for well drilling information. DWR has compiled well completion reports
for successful and unsuccessful groundwater wells and has made these available online with

Additional metadata about the measurement. For water level data, this includes indicators that the measurement
is impacted by recent or nearby pumping, estimated, etc. For water quality data, this may include method
accuracy, as well as meaning of non-detect or other “zero” values.

4+ As of 2019, there are four CASGEM wells in SYRVGB: one in the CMA and three in the CMA. The County of
Santa Barbara is the current source agency for collecting and sending to DWR the groundwater level data for
both the CASGEM wells and CASGEM voluntary wells.
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redacted personal information (per CA WAT Section 13752[2])°. These well completion reports
describe aspects of the installed well and generally include driller well logs that describe the nature
of the formations encountered while drilling. Because there are over 2,000 wells in the SYRVGB,
data from wells determined to be “key wells” will be included in the DMS. These key wells are the
wells which are most useful for assessing the basin. A key well has a known and accurate well
location (geographically and vertically), depth of the well, availability and completeness of the
lithological log, availability of geophysical logs, and proximity to other wells or key features. Not all
wells will be designated as a “key well”.

Additionally, information about petroleum and gas wells will be retrieved from the California
Division of Qil, Gas, and Geothermal Resources (DOGGR) database. This dataset includes
geophysical well logs, generally as an analog PDF rather than in the digital Log ASCII (LAS) format.
Key wells in this dataset will be identified, and information such as geological horizons and other
pertinent geologic data will be entered in the DMS.

These databases will be reviewed, and well sites with useful information will be incorporated into
the CMA DMS. The State Water Resources Control Board’s water rights database will also be
queried for information to import into the CMA DMS (e.g., location information).

For water quality, two additional state databases will be utilized for the CMA DMS, including the
State Water Resources Control Board Groundwater Ambient Monitoring and Assessment
Program database and California Environmental Data Exchange Network (CEDEN).

For climate data, the California Irrigation Management Information System stations in the Santa
Ynez River watershed will also be utilized in the CMA DMS. This data may also be used for the
determination of water use in the basin.

4.1.3 County Data Sources

The Santa Barbara County Water Agency currently conducts precipitation monitoring and, as of
Spring 2019, conducts annual groundwater level monitoring that was previously conducted by the
USGS. Precipitation and groundwater data from the county will be included in the CMA DMS.

The Santa Barbara County Water Agency provided copies of their staff “field notebook,” which
documents the water level collection activities. The field documentation was originally developed
by the USGS and includes various digital images, some of which are photos of wells, scans of
water level documents such as owner contact information, site sketches, and other notes. As
appropriate, these data will be incorporated into the DMS.

> CA WAT Section 13752(b) “[...] the disclosure of a report [...] shall comply with the Information Practices Act
of 1977 [...]”
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The Santa Barbara County Department of Environmental Health Services has well records of
wells that were drilled within the CMA. The data are organized by the Assessor’s Parcel Number.
These records are in hard copy form and are located at the Department of Environmental Health
Services Santa Maria office. Many of the records were digitized as part of the data collection
effort and are under review for possible inclusion in the DMS. Confidential or personal
information will be redacted.

4.1.4 Municipal, Water District, and Other Data Sources

Data obtained from the CMA member agencies will be imported into the CMA DMS. This
includes hydrogeologic data from the City of Buellton. In addition, available groundwater data
from the SYRWCD will be obtained and imported into the CMA DMS. Data that are confidential
will not be included in the CMA DMS.

SYRWCD records are expected to be the primary source of groundwater pumping data, as water
users in the CMA and WMA have been required to report groundwater pumping on a bi-annual
basis since start of the water supply reports in the 1979. The effort will be in digitizing many of
these historical paper records.

4.2 Data Quality and Quality Control Plan

The SGMA GSP Regulations Section 354.44 (c) states that “Projects and management actions
shall be supported by best available information and best available science.” The above sources
constitute the “best available information” for the CMA that is consistent with scientific and
engineering professional standards of practice.

Data will be evaluated for validity and acceptable use for the GSP preparation. Data compilation
and review will identify potential data gaps or unacceptable levels of uncertainty, which may
facilitate focused discussions with the CMA GSA. When different sources of data have different
values for the same parameter (i.e., well location or land surface elevation), a source and
comments data field (column) will be associated with the current value.

Initially, all data will be collected and imported into the CMA DMS. Sites will be reviewed and
screened in a three-tiered process for the purposes of potential inclusion in the CMA Monitoring
Network. Sites in the Monitoring Network will be shared with the other two management areas:

Tier |: Data Meets All Criteria for Inclusion in the GSP

Tier | data will be used in the future monitoring program for the CMA GSP. These data meet all
the compliance criteria outlined in the SGMA regulations for inclusion in a SGMA Monitoring
Network (i.e., SGMA GSP Regulations Section 352.4). Measurable objectives and minimum
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thresholds will be established as part of the evaluation of the SGMA sustainability indicators. Data
will be field validated for inclusion in the CMA Monitoring Network.

Data evaluated as part of the Tier | review will be included in the DMS. This tier of data will be
shared with the other management areas as part of intra-management area coordination agreement.

Tier 2: Meets Partial Criteria — May or May not be included in the GSP

Data that do not meet all the criteria for inclusion in the CMA GSP monitoring network may be
useful in developing the hydrogeologic conceptual model. For example, if a well has a significant
amount of historical water level data but lacks well casing or total depth information, or
conversely, if a well has a lithological well log available but no historical water level data, these
wells can still be used to develop the hydrogeologic conceptual model. Because SGMA GSP
Regulations Section 352.4 (c) (3) states, “Well information used to develop the basin setting shall
be maintained in the Agency’s data management system,” these additional wells are an important
part of the CMA DMS.

Wells and surface sites that are identified in this tier of the process will be included in the DMS,
but professional judgment will be used as to the relevance and usefulness of these data for the

GSP. This tier of data may or may not be included as part of intra-management area coordination
with the WMA and EMA.

Tier 3: Minimum Criteria — Not for Inclusion in the GSP

Data that do not meet the criteria for the CMA GSP (Tier |) or have no useful information (Tier
2) will be included in Tier 3. As a default, this tier of data will be “turned off” (i.e., not visible) in
the DMS but will be held in the DMS in case additional information is obtained in the future that
would change the tier classification of the data. A low amount of effort will be employed on
these sites, and wells as part of this layer will generally be excluded from intra-management area
coordination with the WMA and EMA.
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5 USER ACCESS

Users will primarily access the DMS through a web application; users will be assigned specific
roles and given specific permissions to access the DMS. The web interface will require the
user to access the DMS through a modern web browser; older browsers may provide less or
no functionality.

5.1 Allowed Users

Development and use of the DMS is for the development and implementation of the GSP on
behalf of the CMA GSA. It is intended that staff of the CMA GSA committee will have access to
the DMS, as will the consultant team working for the CMA GSA committee.

Management Area GSA Agencies
e  City of Buellton
(\ A A A e Santa Barbara County Water
Agency
Santa Ynez River Valley Groundwater Basin ® Santa YnEZ Rlver Water
Central Management Area Conservation District

Groundwater Sustainability Agency

e City of Lompoc

e Vandenberg Village CSD
e Mission Hills CSD
e Santa Barbara County Water

Santa Ynez River Valley Groundwater Basin
Western Management Area Agency
Groundwater Sustainability Agency

e Santa Ynez River Water
Conservation District

5.1.1 Administrative Access

A selected staff member from one of the CMA GSA Agencies will have administrative access
rights. Administrative access allows for adding, removing, and editing web user permissions, and
the ability to upload and remove documents and data.

5.1.2 Staff and Other User Access

Identified staff from CMA member GSAs will have general access to view documents and data,
including direct access to the map server. Documents and data may be restricted by management
area or agency. Information that forms the eventual Monitoring Network to be submitted to
DWR will be available to all staff. Other access may be granted as approved by the GSA
Committee.
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5.2 Login Procedures

Access to the DMS will be controlled through a username and password login system with a
username having a specific defined role on the website; each role has specific defined privileges
to access data or conduct limited administrative actions.

In most cases, the user’s registered email can be used in lieu of the username. User information
will be set to automatically populate the username and login information by default. To protect
web user passwords if the DMS is ever compromised, web user passwords will be stored as
encrypted hashes.

5.2.1 Account Recovery

The DMS includes automated retrieval of account access if username and/or passwords are
forgotten. The application will email the web user to the email address on file, sending a recovery
link that will allow the user to reset their password and regain access the DMS. This feature
requires the web user to maintain control of their email account.

5.3 Queries

As described in Chapter 3, access through to the underlying MySQL-compatible database is
mediated through the PHP programming.

DMS data in the database is generally accessed through two approaches: a well/site-specific
approach or a data source approach.

5.3.1 Site-Specific Query

The site-specific approach has the user identify the data, well, or surface site of interest. The
location of interest is selected by the user either through a map interface or through pages with
a search and list features. Data are then provided about that well or surface site.

Well or site information may include well properties, images of the well or well log, geophysical
logs, or time-series data (e.g., production, water level elevation, or depth to water) pulled from
various databases.

This site-specific approach allows for additional insights to be provided to the user, such as the
land surface at the site, well perforations, and relationship between water level depth and water
level elevation at that well.

If public access is granted by the GSA committee, that access will be restricted to protect private
or confidential information. Geospatial location information (e.g., particular well locations) may
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be truncated and/or randomized through this interface to de-identify personal or private
information.

5.3.2 Data Source Approach

This approach has the user navigate to a page for each specific source of data. This includes
groundwater level data and water quality, geophysical, well construction, surface water, and other
data. The page consists of a map showing the sites the data were collected from, a list of sites,
and the available data at each site. The user can select data either through the map or through
the list, and can easily compare several sites for the given source. Using the interface, the user
can compare one or more datasets to established thresholds, limits, or other criteria established
by the GSA, state, or federal agency.

The way data will be viewed will be further developed as various datasets are incorporated into
the DMS.

5.3.3 Mixed Graph Approach

This graphing feature allows pulling together two or more datasets that are not necessarily
related by location or source of data. An example of this would be stream gage and depth to
groundwater data, surface water and groundwater data, and water quality data. The DMS will
include a search feature for identifying what datasets are available.

5.3.4 Library Search

The library currently provides several ways to search the metadata, including by title, year,
and keywords.

5.4 Data Export

5.4.1 Woater Data Export

All available graphs currently have a data export feature that exports the data queried in the graph
to a Microsoft Excel file, in addition to providing download options into various image formats.

5.4.2 Library Metadata Export

The library functions include export features to a set of selected citation manager formats,
including RIS, Microsoft Word XML, and BibTeX.

Citation management software is used in track works cited or used in the document and
formatting to match specific bibliography and citation styles. Using citation management software
is a best practice when writing for a publication, as various publications generally specify a
bibliography and citation style such as the Chicago or MLA.
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5.4.3 Library Document Download

Individual PDFs can be downloaded directly through the web interface. The DMS supports full
pause and resume download functionality. The pause and resume feature on the server requires
that the client software supports the HT TP range request, a feature that is available in all modern
web browsers.®

5.5 Data Import

5.5.1 Library Data Import

Certain user roles allow editing of the library metadata, as well as uploading and deleting PDFs
through the web user interface.

5.5.2 Water Data Import

Currently, the ability to import water data is limited to the DMS administrators. Some datasets
that originate from third parties with published APIs (e.g., the USGS data through National Water
Information System) may be automatically fetched and updated on a scheduled basis.

Additionally, if telemetry is deployed, the DMS may be configured to accept specific push
requests, and DMS scripting can be configured for automated pull requests.

5.6 Annual Reports and Monitoring Network

SGMA Section 10728 on Annual Reporting by the GSA to DWVR states:

“On the April | following the adoption of a groundwater sustainability plan and
annually thereafter, a groundwater sustainability agency shall submit a report to
the department containing the following information about the basin managed
in the groundwater sustainability plan:

(@) Groundwater elevation data.

(b) Annual aggregated data identifying groundwater extraction for the preceding
water year.

(c) Surface water supply used for or available for use for groundwater recharge
or in-lieu use.

(d) Total water use.

(e) Change in groundwater storage.”

¢ Browser support for the HTTP Range request: https://developer.mozilla.org/en-

US/docs/Web/HTTP/Headers/Range#Browser_compatibility, accessed 2019-08-15.
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The CMA DMS will be the primary tool used to compile these data each year for the annual
report. The CMA DMS will contain the sites used in the CMA Monitoring Network (Section 2.2).
The DMS is planned to automate the generation of the tables and figures for the annual report.
The output from the DMS will be constructed to easily input to the DWR GSP submittal tool,
which includes the process for the annual monitoring report submittal.
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6 ADMINISTRATION

The DMS platform is built on top of a LAMP web stack, and depending on the administrative task,
administration requires interaction with different portions of the stack, and different access levels.
Some web user roles have limited ability to access or administer parts of the DMS platform; most
administration tasks on the DMS will be conducted by the consultant team.

6.1 Security

Security covers several topics and concerns related to malicious actions such as damaging the
system, intercepting information, denying access to the system, falsely spoofing the system, or
using the system to cause damage to others. Since the DMS is expected to be connected to the
internet, there are expected to be constant low-level attacks. A general defense-in-depth strategy
has been employed.

6.1.1 Linux User Access Limitations

Currently the DMS firewall allows only specific whitelisted IP addresses to connect to the
SFTP/SSH port (22) as the root user. This denies potential access to the thousands of daily
attempted unauthorized logins.

General SFTP (port 22) user access can be granted to provide a secure way to share data. SFTP
access spaces are in a chroot jail’ and are denied shell access in order to limit the amount of
potential damage from inappropriately disclosed usernames and passwords.

6.1.2 Database Access Limitations

Access to the database is not directly available to remote users through the standard MySQL
port (3306) for direct login. All access must be from the local server (e.g., from PHP) or from a
Linux user logged-in through an encrypted connection. This limits the potential for unencrypted
data to be intercepted.

This is enforced at several levels. At the MySQL database level, all users are required to login
from the localhost, additionally the server firewall blocks all incoming connections to that port.

6.1.3 Database Access User Levels

Access to the database is limited through a series of database users, each with specified user privileges
allowing for certain actions on the database, as well as unique passwords. The DMS web interface
communicates with the database using the least privileged user level in each instance.

7 Term meaning setting an apparent root directory. Users and processes cannot identify files outside the root

directory, and so this has the effect of disallowing access to any files outside of the specified directory tree,
separately from any file permissions-based restrictions.
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6.1.4 Software Database Protection

The DMS web interface has been programmed with an understanding of the potential for SQL
injections. Strategies employed to limit this attack vector include input sanitation and
parameterized SQL queries, as well as using connections with limited privileges.

6.1.5 Map server Access Limitations

The map server runs through the Apache web server, but access to the map server is intentionally
limited so all access is from the local server (e.g., the PHP program). The primary reason for this
limitation is to limit potential denial of service attacks against the DMS server, as the map server
can be resource intensive.

In addition, the PHP program provides additional checks that the web user has logged in, as well
as additional cache support enabling an overall faster experience for the web user.

6.1.6 Web User Password Protection

Strong passwords are encouraged for all web users of the DMS by providing examples of strong
passwords and by providing calculation of the information density of the proposed password.
User passwords are partially protected by a several second time out when incorrect passwords
are entered, limiting the rate at which web passwords can be tested by a potential attacker.

As described in Section 5.2.1, an automated account recovery is provided. This automated
recovery emails a recovery URL to the email address on file. This recovery URL is a random,
time-sensitive, unique URL. This method of account recovery relies on the user securing and
maintaining control of their associated email account.

6.2 Administration

Generally, administration of the database and DMS is to be primarily conducted by the CMA
consultant team.

6.2.1 Woeb user Access and Roles

Web user roles and access privileges can generally be modified through the web interface, if the
web user has been granted administrator role privileges. In addition to consultants, staff members
from the lead agency (SYRWCD) are expected to have administrator privileges (Section 5.1.1).
Otherwise, user privileges can be directly altered by modifying the database.

6.2.2 Database Administration

Currently, database administration requires a connection to the server (a Linux user login), as
well as username and password for the database user with the required privileges for the
administration task. A web user role with database administration through the web interface may
be developed if needed.
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6.2.3 Other Data Administration

Administration of the non-database data (e.g., well and surface site images, or GIS data) will be
performed by the CMA consultant team. This requires modifying files in specific locations or
modifying configuration files in the case of the map server.

These modifications require access to the primary Linux user. A web user role with a file manager
administration through the web interface may be developed if needed.

6.2.4 Server Administration

Administration of the server (root access) will be performed by the CMA consultant team. Server
administration requires the appropriate password and connection from a whitelisted IP address.
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7 SUMMARY

This Data Management Plan describes both the proposed content and structure for the DMS that
will meet the statutory requirements under SGMA. Data for the CMA will now be collected,
reviewed, stored, and will be made available as described in this document; however, this plan
will be amended based on ongoing needs of the CMA in developing the GSP.

The plan includes a discussion of the general architecture of the DMS, including aspects of the
software to be used and strategies for incorporation of various types of data. As described, the
DMS uses open source software for most of the architecture components. The plan identifies
how all data types (e.g., GIS data and reports) will be handled in the DMS.

The plan discusses the expected sources of relevant data (e.g., federal, state, county, local,
municipal) and how they will be collected for inclusion into the DMS. There is an identification
of a tiered scheme for data collection and verification efforts, in order to focus efforts on higher
impact data.

The plan also includes a general description of the web interface and access to the data stored
within the system, and also outlines a process for exporting and importing various datasets into
the system.

Finally, more details are provided with regards to various administration concerns, security steps
taken to protect the system, as well as various ways in which administration of the system is
planned.

The next step in the DMS process will be the continued population of the various datasets as
outlined in this plan for the data compilation effort.

As the data compilation effort and population nears a completion, a technical memorandum will
be produced to describe the data compilation effort as completed, including the data collected
and sources. The technical memorandum will also provide updates and significant changes to the
functions of the web based DMS.
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